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Upon completion you will be able to: 

Virtual Private Networks andVirtual Private Networks and  

Network Address Translation Network Address Translation   

• Understand the difference between an internet and an extranet 

• Understand private, hybrid, and virtual private networks 

• Understand how VPN can guarantee privacy 

• Understand the mechanism of NAT 

Objectives  
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26.1   PRIVATE NETWORKS 

AA  privateprivate  networknetwork  isis  designeddesigned  toto  bebe  usedused  onlyonly  insideinside  anan  organizationorganization..  ItIt  

allowsallows  accessaccess  toto  sharedshared  resourcesresources  and,and,  atat  thethe  samesame  time,time,  providesprovides  privacyprivacy..  

The topics discussed in this section include:The topics discussed in this section include:  

Intranet Intranet   

Extranet Extranet   

Addressing Addressing   
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Table 26.1  Table 26.1  Addresses for private networksAddresses for private networks  
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26.2   VIRTUAL PRIVATE  

           NETWORKS (VPN) 

VirtualVirtual  privateprivate  networknetwork  (VPN)(VPN)  isis  aa  technologytechnology  forfor  largelarge  organizationsorganizations  

thatthat  useuse  thethe  globalglobal  InternetInternet  forfor  bothboth  intraintra--  andand  interorganizationinterorganization  

communication,communication,  butbut  requirerequire  privacyprivacy  inin  theirtheir  intraorganizationintraorganization  

communicationcommunication..      

The topics discussed in this section include:The topics discussed in this section include:  

Achieving Privacy Achieving Privacy   

VPN Technology VPN Technology   
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Figure 26.1    Private network 
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Figure 26.2    Hybrid network 
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Figure 26.3    Virtual private network 
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Figure 26.4    Tunneling 
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Figure 26.5    Addressing in a VPN 
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26.3   NETWORK ADDRESS  

          TRANSLATION (NAT) 

NetworkNetwork  addressaddress  translationtranslation  (NAT)(NAT)  allowsallows  aa  sitesite  toto  useuse  aa  setset  ofof  privateprivate  

addressesaddresses  forfor  internalinternal  communicationcommunication  andand  aa  setset  ofof  globalglobal  InternetInternet  

addressesaddresses  forfor  communicationcommunication  withwith  anotheranother  sitesite..  TheThe  sitesite  mustmust  havehave  onlyonly  

oneone  singlesingle  connectionconnection  toto  thethe  globalglobal  InternetInternet  throughthrough  aa  routerrouter  thatthat  runsruns  

NATNAT  softwaresoftware..  

The topics discussed in this section include:The topics discussed in this section include:  

Address Translation Address Translation   

Translation Table Translation Table   

NAT and ISP NAT and ISP   
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Figure 26.6    NAT 
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Figure 26.7    Address translation 
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Figure 26.8    Translation 
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Table 26.2  Table 26.2  FiveFive--column translation tablecolumn translation table  
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Figure 26.9    An ISP and NAT 


