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Point-to-point physical link

End point End point



Transition States

Detect carrier
>

Fail

Drop carrier

Establishing
(link)

Terminating Success
(link) :
Fail
Authenticating
Finish Success
Networking

(exchanging user data and control)



Data link

A variation of HDLC

Physical

ANSI standards




PPP Frames
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Flag |Address | Control

Data and padding

1 byte 1byte 1byte 1or2 bytes Variable 2 or 4 bytes 1 byte



LCP Packet Encapsulated in a Frame

I byte 1 byte 2 bytes 7 Variable

LCP
packet

Code ID Length Information for some LCP packets

Payload
(and padding)

Address | Control
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PAP

Point-to-point physical link

Authenticate-request packet

User name and password

Authenticate-ack or authenticate-nak packet

# Accept or reject




PAP Packets

............................................ D okt e
I byte 1 byte 2 bytes 1 byte  Variable 1 byte  Variable
User
Authenticate-request |Code=1| ID Length name | Username |Passwordl  pagcword
length length

I byte 1 byte 2 bytes 1 byte  Variable

Authenticate-ack Code=2[ ID Length Nllglizatll%e User name

I byte 1 byte 2 bytes I byte  Variable

Code=3] 1D Length h/llessage User Name
ength

Authenticate-nak

Payload
(and padding)

Flag | Address| Control




CHAP

Point-to-point physical link

Challenge packet

-

Response packet

Response and name |*

Success or failure packet

* Accept or reject

Challenge value




Challenge

Response

Success

Failure

CHAP Packets

I byte 1 byte 2 bytes I byte  Variable Variable
Code =1| ID Length C?:ﬂllgeglge Challenge value Name
1 byte 1 byte 2 bytes 1 byte  Variable Variable
Code =2| ID Length | }oPoi*| Response value Name
1 byte 1 byte 2 bytes Variable

Code =3| ID Length Message

I byte 1 byte 2 bytes Variable

Code =4| ID Length Message

Flag |Address| Control

Protocol

€223 I

(and padding)

Payload




IPCP Packet Encapsulated in PPP Frame

I byte 1 byte 2 bytes Variable

IPCP

IPCP information
packet

Code ID Length

Payload
(and padding)
802144 I

Address | Control




An Example

Authenticating Establishing

Networking

Terminating

Configure-request
Configure-ack

Authenticate-ack

Configure-request

Configure-ack

User data
[ ]

User data

Terminate-ack

Terminate-request

Terminate-ack

Authenticate-request

Terminate-request

Establishing
state

Authenticating
state

Networking
state

Networking
state

Networking
state

Terminating
state



