Divisor| n+1 bits
l Remainder

CRC | n bits

CRC

CRC

Data

Sender

Divisor

|

Remainder

Zero, accept
Non-zero, reject

Receiver




Quotient

Divisor

\\1 101)

1101

1010

llOlv

1110

1VIS1011

Binary D

0110

000()'

1100

1101

gl

Remainder




Polynomial

7 5 2
X +x  +x " +x+1

b



Polynomial and Divisor

Polynomial

7 5 2 |
[x +XxX +Xx +x+1]
\
6 4 3
X
¥
0 |

*orﬁ)

Divisor

(




Standard Polynomials

CRC-12 CRC-16 CRC-ITU
el P i+ O IR T | TR |
CRC-32

32 26 . ‘ 16 12 11 10 8 7 5 4 2
XTHXT XX+ +x T+Hx +x +x +x +x +x +x+x+1




Checksum

Section K Section 1
n bits| --- | n bits | n bits

Section 1 | n bits Section 1 | n bits
Section 2 | n bits Section 2 | n bits
.............. Section k Section 1 cereerenacnans

Section K | n bits —)l n bits | n bits | - - - | n bits | n bits —Pp{Section K | n bits

Checksum ;
; {Checksum | n bits
Sum | n bits

Complement
v sur [

r bits All 1s, accept
Checksum Otherwise, reject
Receiver

_Sender




Data Unit and Checksum

The receiver adds the data unit and the checksum field. If the result
1s all 1s, the data unit is accepted; otherwise it is discarded.

M—}I Checksum Data unit )| Receiver I
-T T




Error Correction

Data (m) bits

>

Redundancy
(r) bits

Total m + r bits




Hamming Code

[ Redundancy bits ]




Hamming Code

r1 will take care
of these bits

1011 1001 OI11 0101 0011 0001
11 9 7 S 3 1

d|d|(d|rg |d|d|d|rq |d| rm | rn

ry will take care
of these bits

/
10111010 01110110 0110010
11 10 7 6 3 2

d|d|d|rg |d|d|d|rq |d]| rn | r




Hamming Code

r4 will take care
of these bits

AN

011101100101 0100
7 6 S 4

d{d[d[rg[d]d[ada]rg|d

rg will take care
of these bits

101110101001 1000
11 10 9 8

d{d[d]rg




Example of Hamming Code

Data: 1001101

v

Data| 1 [ O | O 1110 1
Addingri | 1 | O | O 1| 1]0 1 1
Addingr | 1 | 0| O 11110 | 0
Addingrg | 1 | 0 | O 1 {10/ O 1 0
C T 1T 1

Addingrg | 1 | O | O 1 11 1]10] O | 0

Code: 10011100101

e



Single-bit error

Sent Received

110({O|1|1[{1(O0|O|1({O|1}F—{1(0|0|1(O|1]0|O

T

Error




Error
Detection

1[0 0/110]0]1]0]1
1110 7 543 2
10 110|(1(0({0(1|0]|1
1110 7 6 5 4 2
1(0 110|1]0({0(1(|0]|1
1110 8 7 5 4 2
1(0 0/110]0j1]0]1

¢VYV
1 11

0
The bit in position 7
1S 1N €ITOr. +
7



