Vulnerability

In computer security, avulnerability is a weakness which allows an attackerto reduce a
system’s information assurance. Vulnerability is the intersection of three elements: a system
susceptibility or flaw, attacker access to the flaw, and attacker capability to exploit the flaw. To
exploit vulnerability, an attacker must have at least one applicable tool or technique that can connect
to a system weakness. In this frame, vulnerability is also known as the attack surface.

Vulnerability managementis the cyclical practice of identifying, classifying, remediating, and
mitigating vulnerabilities. This practice generally refers to software vulnerabilities in computing
systems.

A security risk may be classified as a vulnerability. The use of vulnerability with the same meaning of
risk can lead to confusion. The risk is tied to the potential of a significant loss. Then there are
vulnerabilities without risk: for example when the affected asset has no value. A vulnerability with
one or more known instances of working and fully implemented attacks is classified as an exploitable
vulnerability — a vulnerability for which an exploit exists. The window of vulnerability is the time
from when the security hole was introduced or manifested in deployed software, to when access was
removed, a security fix was available/deployed, or the attacker was disabled—see zero-day attack.

Classification

Vulnerabilities are classified according to the asset class they are related to:

e hardware
e susceptibility to humidity
susceptibility to dust
susceptibility to soiling
susceptibility to unprotected storage

e software
e insufficient testing
¢ lack of audit trail

e network
e unprotected communication lines
e insecure network architecture

e personnel
e inadequate recruiting process
e inadequate security awareness

e site
e area subject to flood
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e unreliable power source

e organizational
e lack of regular audits
e lack of continuity plans
e lack of security

Causesiedit]

e Complexity: Large, complex systems increase the probability of flaws and unintended access
points

e Familiarity: Using common, well-known code, software, operating systems, and/or hardware
increases the probability an attacker has or can find the knowledge and tools to exploit the flaw.

e Connectivity: More physical connections, privileges, ports, protocols, and services and time each
of those are accessible increase vulnerability

e Password management flaws: The computer user uses weak passwords that could be

discovered by brute force. The computer user stores the password on the computer where a
program can access it. Users re-use passwords between many programs and websites.

¢ Fundamental operating system design flaws: The operating system designer chooses to enforce

suboptimal policies on user/program management. For example operating systems with policies
such as default permit grant every program and every user full access to the entire
computer. This operating system flaw allows viruses and malware to execute commands on
behalf of the administrator.

e Internet Website Browsing: Some internet websites may contain
harmful Spyware or Adware that can be installed automatically on the computer systems. After

visiting those websites, the computer systems become infected and personal information will be
collected and passed on to third party individuals.

e Software bugs: The programmer leaves an exploitable bug in a software program. The software
bug may allow an attacker to misuse an application.

e Unchecked user input: The program assumes that all user input is safe. Programs that do not

check user input can allow unintended direct execution of commands or SQL statements (known
as Buffer overflows, SQL injection or other non-validated inputs).

e Not learning from past mistakes: for example most vulnerabilities discovered in |Pv4 protocol
software were discovered in the new |[Pv6 implementations

The research has shown that the most vulnerable point in most information systems is the human
user, operator, designer, or other human: so humans should be considered in their different roles as

asset, threat, information resources. Social engineering is an increasing security concern.
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Information assurance

Information assurance (IA) is the practice of assuring information and managing risks related to
the use, processing, storage, and transmission of information or data and the systems and
processes used for those purposes. Information assurance includes protection of the integrity,
availability, authenticity, non-repudiation and confidentiality of user data. It uses physical, technical
and administrative controls to accomplish these tasks. While focused predominantly on information
in digital form, the full range of IA encompasses not only digital but also analog or physical form.
These protections apply to data in transit, both physical and electronic forms as well as data at rest

in various types of physical and electronic storage facilities. Information assurance as a field has
grown from the practice of information security.
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